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ABOUT US1.

Johnston & Partners was established and has been in practice since
1996. The Firm has a staff contingent of approximately 35 people,
comprising of three Senior Attorneys, ten Junior Attorneys, three
Candidate Attorneys and a number of secretaries, paralegals,
bookkeepers and messengers. 

Andrew Johnston, who is the Senior Partner of Johnston & Partners, has
been practicing law since 1985 and is experienced in Commercial Law,
Banking Law and Insurance Law and particularly specializes in
Commercial Law, Business Rescue, Liquidations and Sequestrations,
Foreclosures and Repossessions. Johnston and Partners has over a
period of time been recognized as one of the forerunners in relation to
Liquidation and Sequestration applications in KwaZulu-Natal. 

Johnston & Partners prides itself for being on some of the major Banking
and Insurance Panels in addition to having a substantial and well-
established Conveyancing practice.
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INTEGRITY
To be honest, trustworthy, respectful and ethical in our actions. To
honor our commitments and to be accountable to our clients, partners
and service providers

CLIENT FOCUS
To fully understand our clients’ requirements, challenges, objectives and
goals and to maximize the value of our services to our clients including
safeguarding the security and confidentiality of their information.

INTELLECTUAL RIGOUR
To be meticulous in our attention to detail. To extract larger meaning
from data and information to support objective evaluation, decision
making and innovation.

COLLABORATION
To seek, share and respect diverse perspectives and to function as a
team with our colleagues, clients and third party providers. To openly
communicate all relevant information consistently and constructively.

EXCELLENCE
To relentlessly pursue delivery of outstanding results in all aspects of
our practice.

2. MISSION STATEMENT
Our mission is to take a genuine interest in our clients, understand their objectives, and
meet or exceed their expectations.

 We dedicate ourselves to these values: 

For our clients, we stive to work hard, provide superior legal services on a timely,
effective, and proficient basis, and maintain the highest standard of professional
integrity. 

For our Firm, we foster an enjoyable working environment, based on open
communication and mutual respect, and encourage initiative, innovation, teamwork,
and loyalty. We are committed to the promotion of transformation by creating a
diverse and inclusive culture within our firm. 

For our community, we will continue our long tradition of service and leadership.
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4. OUR SERVICES
Our Firm specializes in all areas of law including:

High Court and Magistrates’ Court Litigation
Commercial Law 
Business Rescue
Liquidations and Sequestrations
Foreclosures and Repossessions
Recoveries and Collections
Insurance Law
Matrimonial Law
Third Party and Indemnity Compensation
Estate Planning 
Trusts and Conveyancing

We believe that we are in a position to satisfy all your legal requirements and
that our Firm is structured to ensure that all matters are handled in a
competent and professional manner. 

5. PERFORMANCE

We are consistently ranked in the top 3 by a major financial institution
nationally in relation to Vehicle Asset Finance matters and Home Loan
recoveries, out of 22 Firms. 

In relation to Investec who we also act for, we are currently involved in a
complex Liquidation matter which was specifically entrusted to us. 
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7. RATES / FEES

We are negotiable on fees and are willing to discuss and agree upon terms
of a Service Level Agreement that is mutually beneficial to both parties.

In addition, we draft most of our own Pleadings and Affidavits in-house, as
opposed to instructing Counsel, at a significant cost saving to our clients
whether corporate or individuals.

6. CONTINUITY
As aforementioned, Johnston & Partners was established in 1996 and thus has
been in practice for 28 years.

Andrew Johnston has no intention of retiring for at least the next 5-6 years
however continuity has always been a consideration and with this in mind,
two dynamic junior partners have been appointed.

Thabisa Ngcobo heads up the Vehicle Asset Finance Department at the Firm
and regularly scores in the top three during the quarterly performance
reviews. In fact, in June 2023, our undefended VAF Department was ranked
third nationally.

Brightness Ntombela assists our Conveyancer in relation to property
transfers, including sales in execution as well as bonds and registrations. 

They are assisted by not only Andrew Johnston but other Senior professionals,
with the support of the Junior professionals, Candidate Attorneys and
secretarial staff.

Overall, there is wealth of knowledge and expertise and the Firm will only
continue to grow with the addition of more Partners in the years to come. 
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9. TRAINING AND SKILLS DEVELOPMENT

The Firm’s Senior Professionals assist and guide the Junior Professionals,
Candidate Attorneys and other staff members in all aspects of legal
practice. 

Staff are encouraged to participate and attend various lectures offered by
L.E.A.D. from time to time, which is paid for by Johnston & Partners. 

In addition, Advocates with whom we have a good working relationship on
occasion attend our offices to offer training sessions on certain law topics
which are relevant to the Firm’s line of practice.

Support staff are encouraged to further their studies. In fact, our present
Conveyancer, Mcebisi Ngcobo, was employed as a Conveyancing Paralegal
for many years whilst studying towards his LLB degree. Johnston & Partners
assisted Mcebisi with exam preparation, devoting time to assist him with
tuition, training and advice insofar as his studies were concerned. 

We are on a major drive to assist with skills and learning development of
previously disadvantaged persons. The Firm has partnered with the I CAN
learnership programme and has sponsored its first learner who performed
extremely well. The Firm has since employed the learner as an administrative
assistant. 

The Firm is currently engaging with the Production Management Institute of
South Africa (Pty) Limited to sponsor its second learner under the I CAN
programme with a view to offering the learner permanent employment in the
future.
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10.  CODE OF CONDUCT AND BUSINESS INTEGRITY
Johnston & Partners upholds the highest standard of ethics, with particular reference to
anti-bribery and corruption.

All staff are required to maintain the highest level of honesty, integrity and ethical
conduct not only with clients and corporates but also amongst other staff members,
third parties and any and all persons that staff may otherwise engage with during the
course and scope of their employment.

All staff must appraise themselves of any and all Service Level Agreements with clients
and/or corporates that Johnston & Partners may be a party to and to act with due
regard as to what is contained therein so that there can be no confusion as to the
level of expectancy that is required of them.

The giving and receiving of gifts or hospitality events and/or functions is sometimes
an important aspect of maintaining and developing business relationships. All gifts
and hospitality events and/or functions must be for genuine reasons and must not fall
outside the ordinary course of business. It is strictly prohibited to give and/or receive
gifts or to attend and/or invite any client, corporate or third party to a hospitality
event and/or function with the sole intention to receive work or some form of
remuneration from that individual. 

Likewise, it is strictly prohibited to give and/or receive a gift with the intention of
influencing that person to increase the speed in which they perform their job and/or
any specific duty.

Any and all discounts that may be offered to any client are to be considered taking
into account various factors including but not limited to previously disadvantaged
persons, pro bono services that our profession may dictate from time to time and the
overall nature and scope of the work and/or service that was performed. It is strictly
prohibited to offer a discount to any client for the purpose of receiving additional
future work or some form of remuneration from that client. 

All staff are required to immediately disclose whether he/she or any of their
immediate family members are connected or in any way affiliated with any client,
corporate, third parties and any and all persons that they may otherwise engage
with during the course and scope of their employment.

Donations and/or gifts to any charitable events and/or organisations are to be done
gratuitously for the benefit of corporate social investment/development only.

All staff are required to immediately report any act or suspected act of bribery
and/or corruption to Andrew Johnston who will then perform the necessary
investigations.

Failure to comply with this policy will be viewed in an extremely serious light and will
result in disciplinary action. Criminal charges may also be brought, if so warranted. 
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11. B-BBEE
At Johnston & Partners we believe in nurturing and developing the communities
we serve, and our development campaign focuses on equal opportunity and
education. The firm is 25% black female owned with active participation in the
management of the Firm. We are committed to transformation and the Firm is
currently a Level 1 B-BBEE Contributor.
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The Firm participates in various Corporate Social Investment (“CSI”) programs
which undoubtedly play an important role, particularly in South Africa where
social needs are considerable.
 
As part of our contribution, we donate funds and/or supplies to the Domino
Foundation on an annual basis. 
 
The Domino Foundation is a non-profit organization that creates essential
structures geared to meet the needs of the vulnerable and impoverished  
communities.
 
The Domino effect is achieved through focused interventions which include:
 

Domino Babies Homes;
Domino Feeding;
Domino Early Childhood Development;
Domino Life Skills;
Domino Literacy Program.

 
We also participate and sponsor / donate towards various Fundraisers
throughout the year.
 
Substantial discounts are given to disadvantaged and/or previously
disadvantaged persons, particularly in Conveyancing matters.
 
Significant time, funds and resources are accordingly invested to ensure that
we meet our CSI goals which we strive to maintain and exceed in the years to
come.

12. SOCIAL RESPONSIBILITY
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Johnston & Partners is committed to minimizing our potential impact on
the environment and operate in compliance with all relevant
environmental legislation.

Due to the nature of our profession, we cannot employ a completely
“paperless” approach and our primary focus is on ensuring minimal paper
waste and continual recycling.

We have been proactive and have engaged with an accredited and
reputable third party company who supplies our offices with sealed bins
into which all our paper waste is deposited. These bins are then collected
on a regular basis, the contents shredded and then recycled. 

We are considered to be a low contributor to greenhouse gas emission,
being a company that solely renders professional services, with an
associated limited impact on the environment.

Although we have a low carbon footprint, we strive to maintain the
following values when it comes to environmental impact:

We promote awareness amongst our staff and encourage them to
maintain an environmental friendly workplace;

We encourage and discipline our staff to utilize resources efficiently
and with minimal waste including water and electricity;

We reduce waste by recycling all paper and other recycle products;

We strive to continually improve our environmental awareness by
reviewing our internal policies on a regular basis.

13. POPI/ PAIA POLICY
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14. ENVIRONMENTAL POLICY

At Johnston and Partners we are committed to keeping your personal information
safe. We have compiled a PAIA Manual which outlines where and how we keep
personal information safe.

Our PAIA Manual is available for inspection, at the offices of Johnston & Partners
and on our website.



The health and safety of our staff is a priority to Johnston & Partners. We are
committed to providing and maintaining, as far as practicably possible, a working
environment that is safe and without risk to the health of our staff.

The provisions of the Occupational Health and Safety Act, No. 85 of 1993, together
with all other applicable legislative requirements are strictly adhered to insofar as
may be necessary.

Every employee is entitled to work in a safe and healthy environment and we strive to
eliminate and/or minimize any hazards that can lead to accidents and/or injuries.

All staff recognize that they play a vital role in ensuring the health and safety of
others in the workplace and that unacceptable conduct that poses a risk to the
health and safety of staff, clients and other third parties will not be tolerated.

The staff must fully acquaint themselves with the route of the fire escape and the
procedures to be followed in the event of a fire or other emergency. The lift must not
be used in these circumstances.

In accordance with the relevant legislation, smoking is strictly prohibited in the office
parameters.

All staff are required to immediately report any accidents and/or injuries,
alternatively any incident(s) that may result in accidents or injuries, to Andrew
Johnston or a member of Senior Management whom will immediately take the
appropriate steps to address the situation and implement any health and safety
procedures as may be necessary.

The Covid-19 pandemic has seen a need to implement additional safety protocols,
including but not limited to:

All staff are required to wear a mask at all times except when they are sitting at
their desk or work station with a space of at least 1 metre between them and
another staff member;

Only 2 persons are allowed in the kitchen at any time with masks to be worn;

If a staff member experiences any flu-like symptoms or any other known symptoms
of Covid-19, they are not to come into the office but are first required to have a
PCR test. Upon receipt of a negative test result, the employee in question may
return to work.

regular hand-washing / hand-sanitizing is to be practiced. 

15. HEALTH AND SAFETY POLICY
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The Constitution is the foundation for human rights and equality in South Africa.

Johnston & Partners strives to uphold the values entrenched in the Constitution
with the following objectives:

To promote human rights within the workplace, the observance, respect
and protection thereof;

Develop an awareness of human rights amongst staff members;

Monitor and assess the compliance with human rights in the workplace;

Investigate any alleged violation of any human rights and take
appropriate measures to address the violation.

We expect our staff, suppliers and other third parties to share our commitment
to high moral and ethical standards and in particular to treat all persons with
dignity and respect.

All persons, whether staff members, clients or otherwise are treated fairly and
without discrimination of race, ancestry, colour, ethnic origin, nationality,
citizenship, gender, sexual orientation, age, marital status, disability,
pregnancy, religion, political persuasion, etc.

Any form of discrimination and/or harassment will not be tolerated at any
level.

Johnston & Partners promotes equality and diversity in the working
environment.  All staff are treated equally and have the same access to
promotion and progression within the firm.  Johnston & Partners understands,
appreciates and values the different set of skills and abilities each staff
member offers and prides itself in a diverse staff complement.

16. HUMAN RIGHTS, EQUALITY AND DIVERSITY POLICY
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Johnston & Partners employs strict internal policies and procedures to identify
and prevent fraudulent transactions. These are adhered to by all relevant staff,
without exception. This is to prevent potential fraud and otherwise ensure the
smooth and efficient running of the practice. Failure to comply with the Firm’s
internal policies and procedures is viewed in a very serious light and
disciplinary action will be taken, if necessary.

The policies and procedures include but are not limited to the following:

Upon receipt of an email advising of a change in personal and/or other
details, we immediately authenticate the email by calling the client on the
number we already have on file. Should the change in details extend to a
change of address, updated FICA (i.e. proof of address) is to be obtained.

Upon receipt of an email requesting a change of banking details, we
immediately authenticate the email before transferring any funds. To do
this, we once again call the number we already have on file for the client
and confirm that the email did in fact emanate from him/her. Our staff are
under strict instructions not to phone a new contact number that may be
provided in the email as this may also be fabricated.

All clients who intend changing their banking details are to furnish our
offices with proof of the banking details in the form of a cancelled cheque,
statement, letter from the bank concerned or similar document. Only an
original will be accepted.

Client’s signatures on any documentation are verified.

Any negotiations and/or proposals by clients and/or third parties (for
example Debtors) are to be reduced to writing to our offices.

Any telephonic instruction received is immediately to be confirmed in
writing to the client.

17. FRAUD IDENTIFICATION AND PREVENTION
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17. FRAUD IDENTIFICATION AND PREVENTION
Our staff are to exercise caution when receiving an email instruction in the following
circumstances:

instructions containing spelling or grammatical errors that are not in the
appropriate language, tone and format the client would ordinarily use;

the client requests an urgent payment;

requests for payments to new beneficiaries;

the client requests not to be contacted telephonically to verify the instruction and
gives a reason as to why he/she is not contactable;

the instruction does not align with the client’s normal behavior, i.e. the client would
not normally make requests in this manner;

the client makes a mobile number change and shortly thereafter requests a
payment to a new beneficiary.

Any of the instances listed above would immediately raise suspicion and the
appropriate steps would be taken.
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18. PHYSICAL SECURITY 
The Firm is situated on the second floor of the building known as 81 Richefond Circle
which is based in Ridgeside Office Park, Umhlanga Rocks, KwaZulu-Natal. 

Ridegside Office Park is a well-established and upmarket office park that prioritizes
safety and security.

We confirm that:

the Firm has a 24 hour armed response alarm system in place with Blue Security;
a dedicated security guard who patrols the building and car park;
the ground floor door to the building automatically locks with an intercom system in
place for access control;
the front door to the Firm is locked at all times with access control;
the Firm has installed a security gate and burglar bars to the server room which is
locked at all times with limited staff access (only two (2) long standing employees
have access to the keys to the server room).
the firm has a biometric system at the front door with facial recognition to record
staff access.



19. IT SECURITY
The Firm has engaged the services of Netelligent Consulting, a Managed Solution
Provider based in Durban who manages the Firm’s IT department.

Their services include and are not limited to:

o   IT support;
o   Network support;
o   Cloud & ISP services;
o   Network security; 
o   Business Continuity planning & management; and
o   IT Security training

In order to mitigate risk, the Firm has developed a comprehensive Disaster
Recovery Plan, Incident Register Document, & Root Cause Analysis template, which
documents have been circulated to all staff members. 

The Firm utilizes cloud-based services to store data or information received from
banks and other third parties.

Electronic emails are stored in our Office 365 Business Premium Accounts with 2-
factor authentication on every account, ensuring that the user requires both their
password and the authenticator app.

Microsoft Office 365 Exchange is setup and enforced with Encryption between
endpoint outlook session and the Microsoft Hosted Exchange Service.

Our server has a 3-tier backup system, one of which is cloud backup system called
Acronis. The system is also GDPR compliant and has encryption and 2-factor
authentication on access.

Acronis is managed strictly by approved IT Department personnel, with 2-factor
authentication on the backup. All Backups are encrypted with end-to-end
encryption from the endpoint server to the Acronis cloud data center.

Further to the monitoring, Johnston and Partners have a SOPHOS XGS136 next-
generation firewall. The SOPHOS is setup to monitor all inbound and outbound
traffic and alert of security anomalies (Advanced Threat Protection, User Threat
Quotient, and Potentially Unwanted Applications. Firewall and endpoint are setup
with synchronised security, which links firewall and each user endpoint to ring-
fence the network. A failed heartbeat on the endpoint prevents network access to
the server.
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Our I.T. consultant also reviews analytics reports for due diligence which includes
a patch management network analysis and a Sophos Security Audit Report.

The Sophos firewall and endpoints are managed with zero-day updates with the
Sophos X-stream update patterns.

Johnston & Partners ensures that all information Security related legislative and
statutory requirements are complied with and that such compliance is
appropriately documented

Current architecture designs for the cloud solutions as deployed;
 
Johnston and Partners utilize Enterprise industry standard third party service
providers where cloud services are required (i.e. Hosted Exchange email); we
therefore do not have direct access to our third-party providers’ network
architecture. 

End User IT Policy
 
Johnston & Partners have a change approval process in place and an End User
I.T. policy, which has been circulated to and accepted by all our staff members. 

Our Change Management Approval Team meet with our I.T. service providers
(Netelligent) once a month to review our local and cloud infrastructures etc.
Netelligent conduct regular security audits on the SOPHOS Firewall and
Endpoints bi-monthly. In addition, thereto, they manage all our network
infrastructure/security upgrades/firmware on devices etc. and ensure that any
changes made thereto are only given effect to once our Change Approval Board
has approved such change. 

Education & Awareness

·      When a new staff member joins, as well as annually Johnston and Partners
staff members are trained on Information security, Data protection, as well as
Popia and Fica and are required to sign our IT Policy as well as our Popia manual
and RMCP manual. Ongoing training is provided as well.

·Cyber security is an ongoing concern and regularly we provide training to staff
members on how to mitigate threats and educate on different scenarios, how to
identify cyber threats, how to protect against cyber threats and how to report
concerns
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19. IT SECURITY CONTINUED



  Data Type
  

  Backup Location & Details
  

  Frequency
  

  Notifications
  

  EMAIL
  

  Archiving and email Backup is setup with Office
365 Best Practice
  

  This is a live backup and replication between
Office 365 and Mimecast
  (SYNAQ)
  

  No Backup notifications are
required for this
  

  AJS PRACTICE
  

  Cloud hosted on AJS Virtual machine, backed up
daily. Offsite cloud
  host backups taken by Netelligent weekly.
  

  This is a nightly backup of the system
completed by AJS. 
  

  Weekly notifications are received
to Netelligent
  

  GHOST PRACTICE
  

  Lenovo SR630 Server is running SQL Express,
Backups are done (SQL 2017
  express) - Backed up to NAS and Local HDD,
Acronus Backup runs nightly as
  well
  

  Nightly Backups to NAS and local HDD of
server with SQL Backup &
  FIP (7pm Schedule). Acronis is scheduled to
start at 7pm
  

  Notifications for this backup are
sent to the ticket system
  

  LEXIS CONVEY 
  

  Lenovo SR630 Server is running SQL Express,
Backups are done (SQL 2017
  express) - Backed up to NAS and Local HDD,
Acronus Backup runs nightly as
  well
  

  Nightly Backups to NAS and local HDD of
server with SQL Backup &
  FIP (7pm Schedule). Acronis is scheduled to
start at 7pm
  

  Notifications for this backup are
sent to the ticket system
  

  DATA files / User
and Company Files
  

  Imperius Backup performs incremental backups
of all user folders and
  shared directories to the Nas drive. Acronis
Backup runs nightly as well as a
  full VM backup
  

  Imperius Backup runs at 6pm Nightly. Acronis
is scheduled to start at
  7pm
  

  Notifications for this backup are
sent to the ticket system
  

  VOIP Config &
Recordings
  

  Cloud hosted with Netelligent YMP. No onsite
equipment
  

  Backed up with Veeam on Netelligent hosted
solution
  

  Notifications for this backup are
sent to the ticket system
  

  SOPHOS Firevall
  

  XGS136, Statistics, configuration backups are
setup using automated
  email backups
  

  Weekly Sophos Backups (Sunday 00:00) 
  

  Backups are sent to the ticket
system for archiving
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19. IT SECURITY CONTINUED
Devices & Destruction of devices used for IT related purposes
 
Johnston & Partners along with Netelligent have created a policy regarding the
destruction, deletion, and decommissioning of physical & logical information. 

Johnston & Partners have an asset Disposal Register where items are recorded
and signed off by both Johnston & Partners as well as Netelligent. 

Electronic Cemetery requires us to submit an E-waste collection form and upon
destruction, a certificate will be issued to certify the items were disposed of.

Johnston & Partners holds a register of all Information Assets used to conduct work.
This register is updated every time a new asset is purchased and This register is
reviewed annually to ensure it is current, complete & accurate.
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20. THE LEGAL PRACTITIONERS
 INDEMNITY  INSURANCE FUND CERTIFICATE

https://lpiif.co.za/
https://lpiif.co.za/
https://lpiif.co.za/
https://lpiif.co.za/
https://lpiif.co.za/


John Garbers (MAN Financial Services) 
        082 874 6742| John.Garbers@absa.africa

Mandy Becker (Absa On Balance SME & Wealth)
        083 454 9004 | Mandy.Becker@absa.africa

Alicia Thandroyen (FNB Head of Recoveries)
        082 940 2783 | Alicia.Thandroyen@fnb.co.za

Fayrolla Moola (Credit Manager) 
       074 585 9272  | Fayrolla.Moola@fnb.co.za

Karen Sivewright (Investec Manager: Legal)  
        082 823 9342 | Karen.Sivewright@investec.co.za
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